
Phishing – awareness and training
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Phishing email

Genuine email

Phishing scams mimic legitimate emails –
Observe carefully! 2



Check the sender’s email address

Who sent the email?
Check the email domain matches the sender’s 
address

Can you spot the difference?

Check addresses carefully, hackers are super 
sneaky
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Check the attachments

Risky attachments or actions
This attachment is a picture of the PDF logo. The genuine 
email has a PDF attachment, so the phishing email needed to 
look the same.

Programme files like .exe and files with macros like .docm can 
contain malware. Do not click

If you are asked to sign in – abort! You may be giving away 
your username and password.
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Check the links’ addresses

Dodgy links
Right click on or hover over a link 
to see the linked website address
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Beware a sense of urgency

What’s the hurry?
Hackers pressure you to act quickly 
so you don’t have time to think 
about what you’re doing
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Notice impersonal or incorrect greetings

Do you know me?
Phishing emails are often addressed 
impersonally

But not always - hackers can find 
your name and email online and use 
them in phishing emails
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Notice poor grammar and/or spelling

That’s not quite right
It can be easy to miss grammar and 
spelling mistakes when reading 
quickly

Take the time to notice these
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Can you spot a phishing email?

Click the fish to take a test
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https://www.phishingbox.com/phishing-test


What to do when you’ve been phished?

If you see something – say something

Inform your IT provider IMMEDIATELY - They will know what to do 
depending on the nature of the phishing attack

10



11


